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PHAT HIEN VA CANH BAO SU THAY POI CUA WEBSITE
DUA TREN THAY POI NOI DUNG VA CAU TRUC HTML

Trén Pdic Tér'
Vii Vin Vinh'
TOM TAT

Thuc té cho thdy hdu qud cua viéc tin céng lam thay doi giao dién, néi dung
website ciia hacker la dac biét nghiém trong. Vi vay can phdi ¢é nhitng phwong phdp
cho phép kip thoi phat hién nhitng hinh thirc tan céng nay, nham han ché téi nhiing
thiét hai ma hacker gdy ra. Trong bai bao nay chung toi trinh bay mot phuwong phdp
M&i cho phép phat hién sie thay déi giao dién, néi dung cia website. Phirong phdp nay
dweoC phat trién duea trén thudt toan HTML Diff két hop Véi ham bam MD5, va né da
dwoc xdy dung thanh mét ing dung véi giao dién hai hoa, dé sir dung. Cdc thay doi
nhu chén thém ngi dung méi, xéa hay sira nNgi dung cii, thay doi cac dinh dang vé mau
sdc, kich thwéc, kiéu chiz cia néi dung sé duwoc i#ng dung ngay ldp tizc ghi nhdn va
théng bdo téi nguoi quan tri website. Ung dung ciing sé lam néi bt nhwng vi tri da

thay doi va giri thie canh bdo va khuyén nghi cho nguoi quan tri trang web dé Xir Iy,

Tir khoa: Giam sat su thay doi, tan cong defacement, tinh toan ven trang web,
phdt hién thay doi trang web

1. Mé dau

Mot trong nhiing kiéu tin cong
duoc biét rong rai nhat 1a tan cong thay
d6i noi dung, giao dién cia website [1].
Hinh thtc tin cong nay thuong sir dung
cac ma ddc (virus, worm, trojan, va cac
loai ma doc khac), dé xoa bo, sta doi,
hoic thay thé noi dung cac trang web
trén host (web server) [2].

L3 hong website 1a muc tiéu tiém
tang cua Viéc tan cong (hack) vi cac
muc dich khac nhau. Cac hacker co cac
cong cu dé tim kiém cac 16 hong
website mot cach sau rong va nhanh
chong, tiép theo 1a ching s& tién hanh
khai thac nhimg diém yéu dé [3-4].

Nhitng cudéc tin cong thay doi
website da duoc thyc hién dé xam pham
tinh toan ven caa web biang mét trong
nhitng hinh thac sau [1]:

- Thay ddi noi dung cua trang web.

- Thay dbi bt ky phan nao cta noi
dung trang web.

- Thay thé toan bo trang web.

- Chuyén huéng trang web.

- Pha huy hodc xo6a bo trang web.

Cac hé thong kiém soat an ninh
mang nhu Firewall, VPN (Virtual
Private Network), PKI (Public Key

Infrastructure)... 1a nhiing cong cu quan
trong dé gitr cho web dugc an toan hon,
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nhung ching khong du dé dam bao an
ninh website, do d6 can nhimg co ché
an ninh tét hon [1].

C6 nhiéu phuong phap dugc dé& xuat
dé bao vé trang web chdng lai cac cudc
tAn cong nhu; Integrit [5], Veracity [6],
Aide [7], L5 [8], Tripwire [9]. Tuy nhién
cac phuong phap nay ciing c6 nhiéu
nhuoc diém cu thé nhu sau:

- Integrit, Veracity, Aide va L5
khong c¢6 phuong an ty bao vé minh khi
ban than bj tan cong.

- Tripwire thiéu sy canh bao néu
qua trinh kiém tra ctia no bj that bai boi
ké tin cong.

- Cac hé thdng néu trén déu bi
dung lai va khong co gia tri bao mat
néu bo phan kiém tra bi that bai vi bat
ky 1y do nao.

Nhitng han ché cia cac hé théng
néu trén 1a dong lyc thic day chung toi
nghién ctu phuong phap mai két hop
st dung ham bam va thuat toan HTML
Diff dé tim sy thay d6i noi dung dua
trén su khac biét gitra hai trang HTML
cia cung mot trang web tai hai thoi
diém khac nhau. Tir d6 ap dung xay
dung hé thng giam sat website nham
phat hién kip thoi cac cudc tan cong dé
dam bao tinh toan ven cua trang web,
ddng thoi tao ra thong diép canh bao co
¥ nghia khi trang web dd bi tan cong.
bac biét, hé théng nay da khic phuc
dugc téi da nhitng han ché da duoc dé
cap ¢ trén.

Phan con lai caa bai bio dugc to
chtrc nhu sau: phan 2 trinh bay cac kién
thire co sd, phan 3 dé xuit phuong phap
phat hién su thay ddi trong tap tin
HTML, phin 4 trinh bay cac két qua
thuc nghiém khi trién khai hé théng.
Phan 5 1a két luan va huéng nghién ciru
tiép theo.

2. Kién thire co' s&
2.1. Phén logi sw thay déi

Hién nay, v6i sy phét trién manh
mé& ctia cong nghé gan nhu tat ca céc to
chuc, doanh nghiép, cac nhan déu su
dung Website dé quang ba thong tin,
san pham cua minh. Tuy nhién van dé
an toan ciing tré nén hét sic cap thiét
“cac cudC tAn cong vao website Viét
Nam trong ba thang dau nam 2017 gom
2.853 trang bi tan cong Deface (thay doi
giao dién), 3.783 trang bi cai Malware
(ma doc) va 1.050 website bi dat ma
Phishing (ltra d40)” theo VNCERT"

Vi vay dé giam sat va phat hién céac
dau hiéu bat thuong trén website dé
canh béao kip thoi thi viéc can lam 13 tim
ra cac dau hiéu dé nhan biét duge cac
thay d6i nay theo nhém tac gia phan
tich thi sy thay déi caa mot trang web
c6 thé chia 1am 4 loai phd bién nhu sau:
Thay doi vé ciu tric, thay ddi vé noi

! http://nhipsongso.tuoitre.vn/bao-mat/quy-

12017-gan-7700-cuoc-tan-cong-mang-viet-
nam-1284710.htm (Truy cap ngay 8/8/2017).
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dung, thay d6i vé hinh thire, dinh dang
va thay ddi vé hanh vi.

Thay d6i vé cAu triac: Cac hanh
dong thém, x6a, hoac chinh sira mét the
trong van ban HTML chinh 1a dang thay

<html>
<head><title> Trang chu khoa CNTT
</title></head>

<body>

<div> .... <div>

</body>

</htm>

Hinh 1:  a) HTML ban dau

Thay d6i vé ndi dung va ngir
nghia: 1a nhimng thay doi tr cach nhin
ctia ngudi st dung. Vi du, viéc thay doi
Vvé gia vang va ngoai té trén cac trang
san giao dich hay trén cac trang cua
ngan hang s& rat thu hat sy quan tim

<html>

<head><title> Livescores.com
</title></head>

<body>

<table>

<tr> <td> Doi A</td><td> 2 </td></tr>
<tr> <td> Doi A</td><td> 2 </td></tr>
</body>

</htm>

Hinh 2: &) HTML ban dau

Thay d6i vé hinh thirc va dinh
dang: 1a thay doi vé cach thic thé hién
nhung van giit nguyén nodi dung cua trang

d6i cu trac cua mot trang web. Viéc
phat hién tu dong nhitng thay ddi vé cau
trac ndy rat quan trong vi cac cdu trac
cta trang web khi thay doi rat kho dé co
thé phat hién mot cach truc quan.

<html>

<head><title> Trang cht khoa CNTT
</title></head>

<body>

<div><font> .... </font><div>

<div> <B>...</B></div>

</bodv>

b) HTML da chinh sua
cia nhitng nha dau tu va kinh doanh.
Mot vi du khac 1a sy thay doi cua céc
trang cap nhat ty s bong da online nhu
livescore.com, ngudi dung rat quan tim
t6i ty s6 hién tai va su thay doi ty sb
giita cac tran dau.

<html>

<head><title> Livescores.com
</title></head>

<body>

<table>

<tr> <td> Doi A</td><td> 3 </td></tr>
<tr> <td> Doi A</td><td> 2 </td></tr>
</body>

</htm>

b) HTML da chinh sua
web. Vi du mot trang web co thé thay doi
vé tinh chéat cic thé dinh dang nhung
khong co su thay ddi nao vé noi dung.
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<html>

<head><title> Livescores.com
</title></head>

<body >

<table border=1>

<tr> <td> Doi A</td><td> 2 </td></tr>
<tr> <td> Doi A</td><td> 2 </td></tr>
</body>

</htm>

Hinh 3: @) HTML ban dau

Thay déi vé hanh vi: Mot trang
web c6 thé chira nhiéu doan kich ban
(scripts), applet 1a cac thanh phan hoat
dong cua trang web d6. Khi mot trong
cac thanh phan dang duoc an gidu bi
thay doi thi din dén hanh vi cua trang
web d6 cling thay doi theo. Tuy nhién
nhimng thay doi nay rat kho phét hién,
dic biét 1a cac thanh phan hoat dong lai
nam trong mat file khac.

2.2. Thud@n toan HTML Diff

Thuat toan HTML Diff 1a thuét toan
dung dé so sanh 2 tap tin HTML va xac
dinh sy thay di cua tap tin theo ting tir.

- Input: 02 tap tin HTML, Text01
va Text02

- Output: 01 tap tin duoc tao thanh
tir tap tin 01 va chi rd su thay ddi cua

<html>

<head><title> Livescores.com
</title></head>

<body backgroundcolor= "red”>
<table>

<tr> <td> Doi A</td><td> 3 </td></tr>
<tr> <td> Doi A</td><td> 2 </td></tr>
</body>

</htm>

b) HTML da chinh sua
tap tin so vai tap tin 2:

Cac budc thyc hién cua thuat toan:

- BI1: Tach file thanh danh sach
cac tu

OneWords=TachTu(Text01)

TwoWords=TachTu(Text02)

- B2: Panh chi s6 cho céc tir trong
TwoWords luu trong wordIndices

- B3: V6i mdi tr word trong
OneWord

o Tim kiém va xac dinh vi tri
trong wordIndices

o Xéc dinh loai thay doi

o Chén vao trong danh sach thay doi

- B4: Hién thi cac thay doi.

Gia sur ta co 2 file HTML, Text01
va Text02 c6 ndi dung nhu sau:
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<p><i>Pay |a </i> vi du minh hoa <strong> mé ta</strong> kiém tra sy thay d6i ndi
dung bang <strong>thuat toan Diff</strong>.</p>

<p>Ngdn ngit sir dung <b>C Sharp</b> trén hé diéu hanh windows cuta khoa CNTT
<a href="http://fit.hufi.edu.vn'>tai day</a></p>
<table cellpadding="1' cellspacing='1"' border="1">
<tr><td>NGi dung minh hoa</td><td>Gia tri minh hoa</td></tr>
<tr><td>D{t liéu thir (this row will be removed)</td><td>D{ liéu that</td></tr>
</table>

SO lugng gidng vién trong khoa 1a 35"

Hinh 4: N¢i dung HTML cua Text01

Co6 hién thi trén website nhu sau:

Béav la vi du minh hoa mo ta kiém tra sw thay d61 noi dung bang thuit toin Diff.

Ngén ngit sit dung C Sharp trén hé diéu hanh windows cia khoa CNTT tai dav

MNo1 dung minh hoa (714 tr1 minh hoa

Dt ligu thur (this row will be removed)|Dik liéu that

So lwong giang vién trong khoa la 35"

Hinh 5: Ngi dung hién thj cia Text01

<p><i>DAy la </i> vi du minh hoa <strong> md ta</strong> danh gid kiém tra su thay
d6i ndi dung bang <strong>thuat toan Diff</strong>.</p>

<p> Day la dong dit liéu thém méi</p>
<p>Ngdn nglr st dung <b>C Sharp</b> trén hé diéu hanh windows clta khoa CNTT
<a href="http://fit.hufi.edu.vn'>tai day</a></p>
<table cellpadding="1' cellspacing='1"' border='1">
<tr><td>N6i dung minh hoa <b>mdi</b></td><td>Gia tri minh hoa</td></tr>
</table>
S8 lwong gidng vién trong khoa la 35"

Hinh 6: Ngi dung HTML cua Text02

Co6 hién thi trén website nhu sau:
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Day la dong dit ligu thém ma

No1 dung minh hoa méi|Gia tri minh hoa

So leong giang vién trong khoa la 35"

Hév la vi dy minh hoa mo ta danh g1a kiém tra sw thay d61 nd1 dung bang thuat toin Diff

Ngon ngit sit dung C Sharp trén hé dieu hanh windows cua khoa CNTT ta1 dav

Hinh 7: Ngi dung hién thj cuia Text02
Ap dung thuat toan véi dau vao 1a hai tap tin TextO1 va Text02 nhu hinh 2 va 3

Bwéc 1: Thuat toan s€ tach tir cac van ban trén thanh danh sach cac tur. Vi
Text01 ta c6 danh sach cac tir oneWords nhu sau

i 1 2 3 4

5 6 7 8

Tu <p> <i> bay La

<[i> vi du minh

Tuong tu vay ta c6 danh sach cac tir cua Text02 la twoWords

Buwéc 2: Chuong trinh s€ danh chi muc cho cac cho céc tir da cua Text02 ma da
duogc tach trong B1 nhu sau va luu trong wordIndices

i 1 2 3 4 5 6 7
Tu <p> <i> bay la </i> vi du
Vi tri 0, 53,70 1 2,55 | 4,57,149 6 8 10

Buéc 3: Thuat toan tién hanh so
khap. Trong khi so khép thuat toan chia
lam 3 thao tac 1a so sanh bang, thém va
x6a. Va v6i modi ky tu so khop thuat
toan chia lam 3 loai can so khop 1a
khoang trang, ky tu dong mo thé va ky
tu khéc (whitespace, tag, character).

- Khoi tao danh sach luu két qua
so sanh content=null

- V6i mdi tir item trong oneWords
da xac dinh trong budc 1, thuat toan
dua vao wordIndices xac dinh xem
item d6 xuét hién & vi tri nao trong
twoWord

Két qua thuc hién:

o Néu tim thdy va dtng vi tri thi 1a
gan nhan bang: c6 nghia 1a khong thay
doi

o Néu khong bang: Gan nhan xo6a
bang cach thém vao tir Kiém tra cip thé
<del> </del> roi kiém tra xem trong tai
liu 02 vi tri d6 duoc thay thé bang tir
khac hodc ky tu khéc thi gan nhan cho
tor d6 1a thém mai va chén thém cap thé
<ins> </ins>

o Cap nhat két qua so sanh vao
content

Bwéc 4: Hién thi ndi dung trong
content cho nguoi su dung
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Dav 1a dong dif lién thém maéi

Noi dung minh hoa méi

S6 hrong giang vién trong khoa la 35"

Dév Id vi du minh hoa mé t3 danh gid kiém tra sir thay doi n6i dung bang thuit toan Diff.

Ngon ngir sir dung C Sharp trén hé diéu hanh windows cua khoa CNTT tai dav

Gié tri minh hoa

Hinh 8: Két qud thuc hién

2.3. Cac ham bam théong dung

Céc ham bam dong MD (MD2,
MD4, MDS5) do Giao su Ronald L.
Rivest dé xuat. Gia tri bam theo cac
thuat toan nay c6 d6 dai c¢d dinh 1a
128bit.

Phuong phap Secure Hash Standard
(SHS) gém tap hop céc thuat toan bam
mat ma an toan (Secure Hash Algorithm —
SHA) nhu SHA-1, SHA-224, SHA-256,
SHA-384, SHA-512 do NIST va NSA
xay dung. Ham bam an toan SHA phuc
tap hon nhiéu ciing dya trén cic phuong
phép tuong tu, dugc cong bd trong HO
so Lién bang nim 1992 va dugc chap
nhan 1am tiéu chuan nam 1993. Gia tri
bam theo thuat toan nay c6 d6 dai cb
dinh 13 160 bit. Ngoai ra con c6 mot 6
thuat toan khac nhu: RIPEMD,
HAVAL, Whirlpool, Tiger.

Mo6i ham bam déu cé nhiing uu
diém va nhugc diém riéng cua minh.
Tat cd cac ham bam trén déu co tinh

bao mat cao, trong d6 ho ham bam SHA
duoc coi 1a c6 tinh bao mat cao nhat.
Tuy nhién xét vé téc d6 ma héa, MD5
12 ham bam c6 toc d6 ma hoa cao nhat
trong cac ham bam trén [13] do do
trong phuong phap d& nghi ¢ bai bao
nay chung t6i quyét dinh chon MD5.

3. Phwrong phap dé xuat

Sau khi nghién ctru chung toi dé
xuat mot phwong phap méi cho phép
phat hién sy thay d6i giao dién, noi
dung cta website. Phuong phap nay
dugc phat trién dya trén thudt toan
HTML Diff két hop véi ham bam MDS.
Céc thay dbi nhu chén thém noi dung
méi, x6a hay stra ndi dung cii, thay doi
cac dinh dang vé mau sic, kich thudc,
kiéu chir cia noi dung s& duoc ung
dung ngay lap tac ghi nhan va thong
bao t&i ngudi quan tri website.

3.1. Phwong phdp phdt hi¢n thay
doi ngi dung
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Webpage check (new
and old webpage)

Crawler

mmmmng  MNotification
F

Comparator

Tree builder

Hinh 9: M6 hinh giai phap

Phuong phap giai quyét bai toan
dugc mo hinh hoa trong hinh 9. Chi tiét
duogc trinh bay nhu sau:

Input: url: dia chi webpage can
kiém tra

Output: canh bao néu phat hién
véan dé bit thuong.

Cac budc thyc hién

Bwéc 1: Hé thong nhan dir liéu dau
vao la webpage can duoc so khop
(Webpage check (new and old
webpage)).

Buéc 2: T d6 module Crawler sé
thu thap dir liéu cia webpage lién tuc
theo dinh ky do nguoi dung xac 1ap san.

Bwéc 3: Tir két qua Crawler lay vé,
thay vi st dung truc tiép thuat toan
HTML Diff dé so sanh ngay va tim ra
su thay doi cua webpage, phuong phap
duoc d& xuat s& sir dung thuat toan
MDS5 (Hash) dé bam két qua thanh mot
chudi dé luu trir va so sanh véi két qua
bam trude d6. Néu két qua bam & thoi
diém hién tai c6 sy thay doi so véi két
qua bam di luu trir trude do s& ddng

nghia véi viéc webpage di thay doi vé
noi dung.

Luc nay hé théng méi tién hanh ap
dung thuat toan HTML Diff dé so khop
(Comparator) cu thé trén toan bd
webpage.

Pé lam ting tbc do6 cua phuong
phap dé xuat, h¢ théng bo sung thém
module Tree builder nhim chia nho
webpage thanh nhiéu phan theo cau tric
HTML cua cay trude khi so sanh. Vi
vay, khi phat hién webpage bi thay doi
& phan cau trac nao, hé théng s& chi so
khép phan noi dung cua cau tric do
bang HTML Diff thay vi so khép toan
b6 webpage.

Buwéc 4: Sau khi c6 két qua so sanh,
két qua s& duogc luu trir, hién thi
(Presentation) cho ngudi st dung dé
quan sat va gui canh bao (Notification)
thong qua email hay SMS.

Nhu vay, trong phuong phap nay hé
thong s& giam dugc thoi gian vi da
khong can phai luon so khép bang
HTML Diff & moi giai doan cua
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phuong phép ma chi ap dung khi chic
chin webpage c6 su thay d6i. Thém vao
d6, cau truc cay s& gigi han pham vi
thay d6i cua webpage nén khi ap dung
HTML Diff s hi¢u qua hon.

3.2. Phwong phdp phdt hi¢n thay
déi vé hinh dnh

Kiém tra sy thay d6i vé& hinh anh
bang cach ldy dir liéu HTML Document
vé. Bé biét dugc sy thay doi vé hinh
anh trong web so vai lan lay hinh anh
trudc do, ta chi can kiém tra tap hinh
anh méi 1dy Amc new SO VGi tap hinh
anh di lay trudc d6 A od. Néu
AiMG_new €6 tong 6 lwong hinh anh Ty
=0, Tnew giam hodc tang dot ngot so vai
téng s luong hinh anh cua Amg old, €O
su thay d6i vé noi dung hinh anh (nghia
1a cung mot duong dan téi tai nguyén

Cac budéc thuc hién chinh:

ChecklImage(url, listiMGOId)

hinh anh nhung lai ¢c6 ham bam MDS5
khac nhau, trong d6 ham bam MDS5
chinh 14 su thé hién cua noi dung hinh
anh) thi d6 1a mot sy thay ddi bat
thuong va duoc cho 1a can canh bao cho
nguoi quan tri website.

Thuit toan kiém tra sy thay doi
hinh anh dwgc trinh bay nhw sau:

Input:

- url: dia chi webpage chua noi
dung hinh anh can thu thap

- listIMGOId: danh séch céac hinh
anh tir 1an lay hinh anh truéc dé

Output: Thuc hién luu lai danh
sach hinh anh, ddng thoi tra vé gid tri
ngudng. Néu ngudng = 0 thyc hién
canh bao ngay va thoat ra. Néu ngudng
la mét gid tri > 0 nghia la céc tiéu chi
phat hi¢n khong nghiém trong.

Bwéc 1: Lay tai lisu HTML cua webpage

HtmIDocument < GetHtmlI(url);

Bwéc 2: Lay tat ca duong dan toi tai nguyén hinh anh va so sanh
Foreach(src in GetAllSrcimg (htmIDocument))

{

md5 < DownloadlMG(src)

total++;
if(src = listIMGOlId.src)

listIMGNew.add(src)

else

if(md5 != listIMGOId.md5)
listIMGChange.add(src)

¥

Trong d6 cac ham va thudc tinh dugc mo ta nhu sau:
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o GetHtml(url): ¢6 chuc
nang giri Mot request, nhan va tra vé tai
ligu HTML tuong (ting véi dia chi url.

o GetAllSrcimg(htmIDoc
ument): c6 chic ning ldy tat ca cac
thudc tinh src cua tat ca cac thé <img>
trong tai lieu HTML d4 tai vé.

o DownloadIMG(src): tai
vé hinh anh véi duong dan src va
chuyén hinh anh sang md5

. total: tong s6 lugng hinh
anh dém duoc
° listIMGNew: danh sach

cac hinh anh méi thém vao trong lan
kiém tra nay

o listiMGChange: danh
sach cac hinh anh da bi thay d6i noi
dung hinh anh

Buéc 3: Xem xét sy thay doi nam
trong ngudng nao
if(total == 0)
return O;
if(listiIMGChange.count > 0)
return O;
if(totalOdI/3 > total)
totalValue < value;
if(listIMGNew.count > total/3)
totalValue < value;

C6 2 mirc 6 nguy hiém do6 1a tat ca
cac hinh anh bi mat hét (total == 0) va
danh sach nhitng hinh anh bi thay doi
noi dung > 0. Con nhitng mirc do con
lai s& cong don ngudng gia tri.

Néu tra vé gia tri 0 nghia 1 dang &
muc do nguy hiém, can canh bao ngay.
Néu khong tra vé khong thi sé lay gia tri
totalValue lam gia tri ngudng cho lan
Kiém tra nay.

Budc 4: Sau do luu lai tat ca céc
hinh anh xubng co s dit liéu dudi dang
file xml gom 2 thudc tinh quan trong 1a
src va MD5 cua hinh anh.

Vi phuong phap phat hién thay
ddi vé hinh anh duoc dé xuit no giup
gia tang d¢ chinh xac cua canh bdo, cu
thé d6i véi mot webpage thi s& co rat
nhiéu hinh anh dinh kém khi bi tin cong
c6 thé cac hinh anh nay sé& bi thay doi
hodc x6a hét, va thong thuong cac hinh
anh nay chi c6 tang chir khong giam,
nén khi bi giam hoic thay doi 1a da bat
thudng can phai canh bao ngay.

Tém lai v6i cac dé xuét trén da
gitp hé théng canh bao c6 thé lam viéc
hiéu qua va giup quan tri vién website
g ctu kip thoi khi co cac su ¢ khong
mong mudn.

4. Két qua thuc nghiém va thao luan

Ung dung thyc nghiém “Monitor
Webpage Changes” dugc phat trién
bang ngdn ngr C# (Microsoft Visual
Studio 2010). Véi cau hinh may st
dung la:

* B0 xtur ly: Intel(R) Core(TM) 15
CPU M450 @ 2.40GHz

* B0 nhd Ram: 8.00 GB.

« Loai hé thdng: h¢ diéu hanh 64-
bit.

« Hé diéu hanh: Windows 10
Professional.

Giao dién chinh cua “Monitor
Webpage Changes™; biéu tuwong cai
chudng s& thay d6i mau theo tinh trang
cua website dugc gidm sat: mau do la
website dang bi nguy hiém, mau xanh 1a
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chua phat hién bat thuong, mau vang la tri vién website kiém tra.
c6 dau hiéu nguy hiém can dugc quan

# Monitor webpage Changes [-[51=]

R &

System  Configuration  Webslts  Report  View  Help

website  History Check  Refiesh  Auto check
EXECUTE WEBSH
[ Website information—————————— Ntz |File& Secrch| Processiong checking
| Hame: Fit oktot 16-10-2017 10:05: 34,523 hitp. Fsinhvien huf ecut un/
g It okt hitp f/smwenhuﬁedwn/\FA\L
NORMAL . WARNING DEFAEE. Disable 16-10-2017 10:06:02 606 hiy - hufi ey v,
[ I mtgf/smwenhuﬁedwn/\FA\L
d P 16-10-2017 10:06: 26,310 hitp./sinhviery huf edut .
It fsinhvien uf eduny | 1Y
ey [ [ 160201 710,053 25¢ Dai hoc Dong Nl /o
levams o0 n A A A A U o
N & SHEAE 0700757 g sinhvien sl dvn!
| owner: Fit Oktot - d - - - Jisi
Dai hoe Dong Nai AT Fitokiot  hitp://eqovhufi.. hitp/hufiedu... hipJsinhvien....  vnespress.net % t

sin
[website httpc/ /fit aktot, cnm/ [ :h cking
16-10-2017 10:50:06. 108 Fit oktot http: f/N oktat com/ |\WARNING
16-10-2017 10:51:07.518 FIT hitp: At hufi.eduvd | WARNING
16-10-2017 10:53:20.348 FIT http: /fit hufi edu vn/ | WARNING
16-10-2017 15:1:51.502 hitp:/ fhufi eduvn hitps /hufi edu v |
(WARMIMG
16-10-2017 151518307 http./ thufi edu. v/ hitp: /hufi eduvnd |
[WARNING

Page of websites

Name [
. Tiang chil hitp://fi oktot. com’

Hinh 10: Giao di¢n chinh cua ing dung “Monitor Webpage Changes”
4.1. Danh sdch cdc trwong hop thir nghi¢m

STT Ngay bia chi website thir nghiém

1 16/7/2017 — 19/8/2017 http://hufi.edu.vn

2 16/7/2017 — 6/10/2017 http://fit.oktot.com

3 22/8/2017 — 15/9/2017 http://dnpu.edu.vn

Bang tong hop két qua:

STT Kich ban thir nghiém thir : dat

o éu N con
nghiém yA yéu 5
cau N
cau

Thém text trén home page 50 50 00 100%
Xoa text trén home page 50 50 00 100%
Thay doi text trén home page 50 50 00 100%
Thém hinh anh trén home
page

Xoa hinh anh trén home page 50 50 00 100%
Stra hinh anh trén home page 50 50 00 100%
7 Thém link trén home page 50 50 00 100%

A W|IN|F-

50 50 00 100%

ol

(e}
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8 Xoa link trén home page 50 50 00 100%
9 Stra link trén home page 50 50 00 100%

4.2. Mpt sé6 hinh dnh chup két qua gidm sdt theo thoi gian thwc trén
website http://dnpu.edu.vn

Ngay 22/8/2017 khoi tao giam sat website http://dnpu.edu.vn

Ngay 23/8/2017, 28/8/2017 h¢ thong phat hién c6 lién két méi dugc thém
vao, h¢ thong da ghi nhén lai két qua va géi mail canh bao.

LICH SUF THAY D01
M bing Browser

Bio Cio

http://dnpu.edu.vn

Thtigan Trang thi Trang chi - hitp:/dnpu.cdu.vn

2017-09-15 16:45:32.0 9 B Xem source trang

2017-09-13 14:07:31.0 [ :
[

2017-09-00 23:25:42.0

2017-08-28 18:06:28.0 o Phit hién 3 lién két méi

© Phat hién 1 hinh anh mé1.

2017-08-23 14:48:56.0

2017-08-22 17:43:56.0 v

»- Danh sich lién két méi:

o Théng bdo tuyén sinh Lop bdi dudng va cip ching chi bdi dudng nghiép vu quan Iy gido duc trong cic trwong THCS, Tiéu hoc, Mam non

o (Khéng c6 tiéu &)
o L& tong két va trao bing tét nghiép hé chinh quy dai hoc khéa 3 va cao ding khéa 39

» Danh sich hinh inh méi;

a,g,x-iili!.l-li‘ 1
Bl_[cle[0] [v[@o[~]v] LR

Hinh 11: Anh chup man hinh canh bdo cua g dung “Monitor Webpage Changes”

4.3. Mjt sé6 hinh dnh chup két qud gidm sdt theo thoi gian thuc trén
website http://fit.oktot.com (bdn sao cua website fit.hufi.edu.vn)
Website bi tin cong va dé lai dong chit “Hack by VCS”

“— ' @ fit.oktot.com

Hack by VCS

Hinh 12: Man hinh website bj tdn cong dé \ai thong diép cua hacker
Thong tin canh bdo nhan dugc qua mail lac 10/5/2017 9:46:07 AM
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Dear Website khoa CNTT thi nghiém,

Website Website khoa CNTT thir nghiém(180.148.1.134) cé thay déi vao lic 10/5/2017 9:46:07 AM

Théng tin thay déi:

Tén: Trang chu

Url: http://fit.oktot.com/

Khéng tén tai image nao

$6 lwong hinh anh giam vwot ngwéng, giam 100%. Danh séch hién tai:

(khéng cé hinh anh nao)

Khéng tén tai link nao

Link giam vwot nguéng, giam 100%. Danh sach hién tai:

(khéng cé link nao)
Cum tir nhay cam xudt hién:

« Hack by ---> Hack by VCS

Text giam vwot ngwdng, giam 99.0566%. Danh sdch hién tai:

+ Hack by VCS

Hinh 13: Anh chup email canh bdo khi website bj tan cong

Webpage
Changes” da cai dat trén mot sd website

Ung dung “Monitor
va giam sat thoi gian thyc trén cac
website ndy. Két qua thuyc nghiém cho
thdy ng dung hoat dong tot va da dat
dugc két qua nhu sau:

- Phat hién dugc tat ca céc thay
d6i ciia website (trir mot s6 thong tin
khong kiém tra 1a s6 luong online va s6
nguoi truy cdp) va gui canh bao cho
quan tri vién mdi khi c¢6 sy thay doi.

- Giao di¢n ung dung kha thuan
tién va dé dang cho quéan tri vién kiém
tra va phat hién vi tri can khac phuc khi
co su cd.

- Tdc d6 chuong trinh tuong dbi
6n dinh.

- Ung dung “Monitor Webpage
Changes” dugc cai dat doc lap voi
website va giam sat thong qua moi
trudng internet va tmg dung cai truc tiép
trong cung hé thong cta website déu cho
két qua giéng nhau.

5. Két luan

Trong bai bdo nay, chung to1 da
trinh bay mot huéng tiép can bai toan
hoan toan khac so véi cac phuong phap
cii trudc day nhu Integrit, Veracity,
Aide, L5 va Tripwire. Phuong phap dé
XUit méi nay duya trén sy két hop ham
bam MDS5 va thuat toan HTML Diff da
mang lai két qua rat kha quan trong viéc
giam sat, ¢ thé phat hién su thay doi
giao dién, noi dung cua website mot
cach nhanh chong, kip thoi theo thoi
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gian thuc. Qua két qua thuc nghiém cho ngay lap tac ghi nhan va thong bao tai
thiy cac thay doi nhu chén thém noi nguoi quan tri website. Chuong trinh
dung mdéi, x6a hay stra noi dung ci, tng dung ciing 1am ndi bat nhung vi tri
thay dbi cac dinh dang vé mau sic, kich da thay d6i va gui thu canh bao va
thudc, kiéu chir ciia noi dung da dwoc  khuyén nghi cho ngudi quan tri trang
ung dung “Monitor Webpage Changes” web dé xt 1y.
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DETECTING AND GIVING WARNINGS OF CHANGED WEBSITES
BASED ON CHANGED CONTENTS AND HTML STRUCTURES

ABSTRACT

Hackers’ attacks, which change the interface and contents of webpages, bring
about particularly serious consequences. Therefore, there should be methods to
allow real-time detection of these changes to minimize the consequences. In this
article, we present a new method to detect the changes in webpage interface and
contents. This method is developed based on the HTML Diff algorithm combined
with the MD5 hash function, and has been built into an application with a nice, easy-
to-use interface. Changes such as new contents inserted, contents deleted or edited,
and changes to the format of color, size, type of content will be immediately recorded
and notified to the website administrator. The application will also highlight the
changed locations and send a warning message and recommendations to the
webmaster.

Keywords: Supervise changes, attack defacement, entire of website, dectection of
changed websites
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